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Obtaining Technical Assistance

B Ruijie Networks website: http://www.ruijienetworks.com/
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1 About This Document

RG-SMP Professional_2.63 _EN_Build20151106 Installation Guide

Thank you for choosing the RG-SMP Security Management Platform (hereinafter referred to as RG-SMP). We prepare a
detailed user manual to guide you through related operations quickly. We also attach an e-document to the RG-SMP
installation CD-ROM. It provides you with information such as the installation environment, basic configuration, and
instructions for use of software, thus fully addressing your needs.

Before you install and use RG-SMP for the first time, please read through the data delivered with the installation CD-ROM
carefully.

To better suit your needs, RG-SMP is subject to change from time to time, which may result in a variance from functions
stated in the RG-SMP installation guide. Ruijie Networks assumes no responsibility for any consequences arising from the
variance. We sincerely apologize for any inconvenience caused to you. Any change to RG-SMP will be updated in time at
the website of Ruijie Networks. Please follow our updates or call our customer service hotline to obtain the latest
information of RG-SMP.

Your feedback is welcome.

The information in this document is under copyright protection. No part of this document may be printed, reproduced, or
used in any form or by any means without prior written consent of Ruijie Networks.

2 System Requirements

Before installing RG-SMP, ensure that the server or PC on which RG-SMP will be installed meets the software and
hardware requirements described below.

2.1 Hardware Requirements

2.1.1 Recommended

® CPU: quad-core, each with a clock speed of 3 GHz or above
® Memory: 4 GB or above

® Hard disk space: 400 GB

® Network adapter: 1000 Mbps

2.1.2 Minimum

® CPU: dual-core, each with a clock speed of 2 GHz or above
® Memory: 2 GB

® Hard disk space: 80 GB

® Network adapter: 100 Mbps or above

Innovation Beyond Networks



12uijie

Networks

RG-SMP Professional_2.63 _EN_Build20151106 Installation Guide

2.2 Software Requirements

® Microsoft Windows Server 2003 / Microsoft Windows Server 2008/ Microsoft Windows Server 2008 R2

® Microsoft SQL Server 2000 Enterprise Edition + SP4 / Microsoft SQL Server 2005 Enterprise Edition + SP3 /
Microsoft SQL Server 2008 Enterprise Edition / Microsoft SQL Server 2008 R2 Enterprise Edition

3 Installing RG-SMP

3.1 Precautions

1. If RG-SMP of an earlier version has been installed, go to Start > Control Panel > Add or Remove Programs and
uninstall the RG-SMP.

2. Before RG-SMP installation, check that the ports to be used by RG-SMP are unoccupied.

Port Number Port Type Function
53 UDP Communicates with the Ruijie client SU/SA.
162 UDP Receives Trap or Inform packets from switches or network intrusion
detection system (NIDS) devices.
1098 TCP Used by the JBoss service.
1099 TCP Used by the JBoss service.
1812 UDP Listening port for RADIUS authentication.
1813 UDP Listening port for RADIUS accounting.
3930 UDP Source port for sending standard RADIUS offline packets to devices.
4444 TCP Used by the JBoss service.
4445 TCP Used by the JBoss service.
8080 TCP Used to log in to RG-SMP through HTTP.
8083 TCP Used by the JBoss service.
8093 TCP Used by the JBoss service.
8443 TCP Used to log in to RG-SMP through HTTPS.
9090 TCP Used to access third-party Web services.
80 TCP Used by Web authentication, and to login to a self-service platform.
443 TCP Web port used by HTTPS

3.2 Installation Procedure

1. Double-click the RG-SMP installation program in the RG-SMP installation CD-ROM. Click Next in the installation
wizard.

2. Read through the RG-SMP End User Software License Agreement in the License Agreement window. Check the
option below to accept the terms of the License Agreement. Click Next to continue.
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(L) RG-SMP Security Management Platform Setup le l = | Iéj
License Agreement e
Flease review the license terms before installing RG-5MP Security Management i o
Platform.

Press Page Down to see the rest of the agreement.

»

RG-5mp End User Software License Agreement (N
License:

Fujian Star-net Rugjie. Inc.. and the right to use this software program
granted to you. However, yvou must provide the Company to make the
following assurance: are not outside the provisions of the provisions of this
Agreement, use. copy, modify, lease or transfer of this system or any part

If you accept the terms of the agreement, dick the check box below. You must accept the |
agreement to install RG-SMP Security Management Platform. Click Mext to continue.

[¥]1 accept the terms of the License Agreement:

< Back ][ Mext = ][ Cancel ]

[ T

>
3. Fill in the Database Server IP, Database Name, User Name, and Password fields in the Database Configuration
window. Click Yes in the displayed dialog box.

() RG-SMP Security Management Platform Set:.[:.' @.E@g
Database Configuration e :.._}
Please enter database configuration! !

Please enter database server IP, database name, user name and password!

Database Server IF:
172.18.8.19

|I Database Mame:

SMPDE252en

User Name:

sa

Password:

Mips: to ensure normal operation of the system, please reserve at least 2 GB of space in the

< Back ][ Mext ] [ Cancel
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-

() RG-SMP Security Management Platform Setup ——

'\-I If the database 'SMPLB262en’ already exists in the database
service, it will be overwrited. Are you sure to continue?

k.

Yes(¥) No ()

= Note:

®  The installation will fail if database setting is incorrect.

®  An existing database with the same name on the database server will be overwritten during installation. Ensure that the database has been
backed up.

® If you have changed the user name or password of the SQL Server after installing RG-SMP, change the user name or password on the
Service Manager of RG-SMP accordingly; otherwise, RG-SMP cannot be used.

® If the database fails to be installed, uninstall and then reinstall RG-SMP.

4. Select the installation directory of RG-SMP and click Install.

L il
(&) RG-SMP Security Management Platform Setup I.QZ:}"J l = | = Iﬂj
Choose Install Location " _}
Choose the folder in which to install RG-SMP Security Management Platform. i e

Setup will install RG-5MP Security Management Platform in the following folder. To install in a
different folder, dick Browse and select another folder. Clidk Install to start the installation.

I Destination Folder

C:\RG-5MP| Browse...

I Space required: 1.1GB

Space available: 161, 3GB

< Back k Install |:-| Cancel |
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= Note:

® Itis recommended that RG-SMP be installed in any disk partition except the system partition.

®  The name of the installation directory cannot contain Chinese characters or spaces; otherwise, RG-SMP cannot be started normally.

5. Click Next. The installation is completed.

3.3 Upgrade Procedure

1. Double-click the RG-SMP upgrade program in the RG-SMP installation CD-ROM. Click Next in the Setup Wizard.

Ruijie

Noetwork s

a? " HE—-EI‘I].P | Professional

Security Management Platform

Copyright @ 2013, Ruijie Metworks Co., Ltd, All Rights Reserved,

@EG—SIP ¥2_ 63_en npgrade program Setup !EE

Welcome to the RG-SMP V2 .63 _en
upgrade program Setup Wizard

This wizard will guide wou through the installakion of RiE-SMP
WZ.63_en upgrade program.

It is recommended that vou close all other applications
before starting Setup, This will make it possible ko update
relevant swskem files without having to reboak wour
computer,

Click. Mext ko cankinue,

Cancel |
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2. Read through the RG-SMP End User Software License Agreement in the License Agreement window. Check the

option box below to accept the terms of the License Agreement. Click Next to continue.
@EG—SIP ¥2_ 63_en npgrade program Setup !E

Licenze Agreement

Plzase review the license kerms befare inskalling RG-3MP Y263 _en upgrade pragram. [—3,
e

Press Page Down ko see the rest of the agreement,

FG-5mp End User Software License Agreement :I

License

Fujian Star-net Buijie, Inc., and the right to use this software program
granted to you. However, you must provide the Company to make the
following assurance: are not outside the provisions of the provisions of this
Agreement, use, copy, modify, lease or transfer of this system or any part «|

If wou accept the terms of the agreement, click the check box below, You must accepk the
agreement to inskall RG-5MP V2,63 _en upgrade program, Click MNext to continue,

[+ I accept the terms of the License Agreement
RiE-5MP

< Back I Mexk = I Cancel |

Choose the SMP Version. Click Next in the displayed dialog box.

3.

@EG—SIP ¥2_63_en upgrade program Setup

=]
software version

Please select the SMP wersion! [—:él
e

Failed ko recognize the current wersion, Please select it manually!

Choose SMP Version:

[
2,62

RiE-5MMp

< Back I Mext = I Cancel

4. Fill in the Database Server IP, Database Name, User Name, and Password fields in the Configure Database

window. Click Install in the displayed dialog box.
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@ EG—SHF ¥Y2. 63 _en upgrade program Setup !IEI

Configure Database

'

Flease configure the database! Fa)
K

Please enter database server IP, database name, user name and passwaord!

Database Server IP;

Database Mame:
[SMPDB

User Mame:

ISEI

Passwiord:

Tips: ko ensure normal operation of the system, please reserve at least 2 GB of space in the
pattition where the database resides!

RiE-5MP

< Back I Install I Cancel |
@EG—SIP ¥2_63_en upgrade program Setunp !EE

Installing -
Please wait while RE-5MP Y263 _en upgrade program is being installed. o
Skopping service. ..

Skopping service...
Rig-5ME
= Back Mexk = Cancel
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@EG—SIP ¥2_63_en npgrade program Setup !E

Installing =
Please wait while RG-3MP w2.63_en upgrade program is being installed, -':‘s,»'

Skopping service...

StOppimaai=
@EG—SIP ¥2_ 63_en npgrade program Setup |
% Thiz firmware supports only the standard and
! profezszional wersion. FPleasze check the wersiomn
I Yes (¥) ||| Ne (N} I
RLE-SME

= Back | Iext = | Zancel |

5. Click Next to complete the upgrade.

@ EG—SHF ¥Y2. 63 _en upgrade program Setup !IEI

Installation Complete =
Setup was completed successFully, _J-:\'_};'
Completed

Delete File: C:YRG-5MPupdate_tempiservertng_run.xml ;I

Remove Folder; CARG-SMPYupdate_temp!,

Created uninstaller: CHRE-SMPYuninst, exe

Installing the service CHRG-SMPY SMService. exe -, ..
Installing the dongle. ..

Execute:; "CRG-5MPYdriversiMicroDoglnskdry exe” sy
Execute: "CRG-5MPYdriversiMicroDoglnstdry exe” fsfufifr
Deleting the backup database, ..

Succeeded ko delete the backup database

Zompleted j

RE-5ME

= Bach: I Mexk = I Zancel |
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@EG—SIP ¥2_63_en upgrade program Setup !EE

Completing the RG-5SMP ¥2.63_en
upgrade program Setup Wizard

RG-3MP Y263 _en upgrade program Succeeded bainskall,

Tips:

1. If the syskem Failed to read the dongle, restart your
compukter,

2. IF any JavaScript error occurs after RG-SMP skarts, clear
browser cache and retry, For IE, enter "Tools =Internet
options =@eneral"to delete temporary files,

3. If customization is enabled, confiqure the changed
redirect URL after update according to relevant manuals,

= Back I Finish I Cancel

3.4 License Configuration

License authorization is intended for users who have purchased the license files. Users can import the license files to start
RG-SMP and use the available services.

3.4.1 Importing License
After installing RG-SMP successfully, complete service installation so that RG-SMP can be started normally.

1. Choose Start > All Programs > Ruijie Networks > Security Management Platform > RG-SMP Security
Management Platform in PCs to start the Service Manager of RG-SMP.

2. Choose Service Manager > Install in the Service Manager. Click Yes in the displayed dialog box.
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RG-5MP Security Management Platform Professional

3. Import the license file.

Choose License > Import to import the purchased license file (.lic). When the license file is imported successfully, a
dialog box prompting you to restart RG-SMP is displayed. Click Yes.
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-

@ Service Manager Service Settings DataBase Settings Maintain Option '@)
Switch dongle to file license
Product SN: Delete the import license file |

|Collect Please enter the product serial number on the software CD.

r

Hardware information License import

Service Manager E

Succeed to import the license file buk must restart service to bake effect,
restart ik now?

fes Mo

-

| Instaliation Path:D:\RG-SMPY 2

4.  Visit http://local IP address:8080/smp/index.jsp after the Service Manager prompts you that RG-SMP is started. The
RG-SMP login page will be displayed. You can log in as the default system administrator.

- The default username and password of the RG-SMP administrator are admin and 111111111,

= Note:

® Change the password immediately after the first login. For details about how to use RG-SMP, see the RG-SMP Professional
_2.63_EN_Build20151106 Configuration Guide.

3.4.2 Deleting License

To delete the license file, choose License > Delete the import license file in the Service Manager after RG-SMP is stopped.
A dialog box prompting you to confirm the deletion is displayed. Click Yes.
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Service Manager
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